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Dear	Delegates,	

My	name	is	Ethan	Walters,	and	I	will	be	your	Chair	for	DISEC	(Disarmament	and	International	Security	
Committee)	for	MICSUN	2021.	I	am	currently	a	freshman	at	the	University	of	Miami	working	towards	a	
double	major	in	economics	and	finance	with	a	double	minor	is	music	business	and	art	and	art	history.	I	was	
born	in	Jacksonville,	Florida	but	raised	in	Beavercreek,	Ohio,	a	town	about	20	minutes	outside	from	the	city	
of	Dayton.		
	
I	did	Model	UN	for	two	years	as	a	Junior	and	Senior	in	high	school	and	fell	in	love	with	it	enough	to	give	it	
a	chance	in	college	as	this	is	now	my	third	year	being	involved	with	Model	UN.	In	my	free	time,	I	love	to	
listen	to	music,	especially	rap	and	pop	punk.	Along	with	this,	I	produce	hip-hop	beats	as	a	hobby,	so	music	
plays	a	big	role	in	my	life.	Another	thing	I	love	to	do	with	my	free	time	is	play	video	games,	especially	PC	
games.	I	really	enjoy	photography,	specifically	working	with	film	photography	when	I	discovered	my	love	
for	it	 in	high	school	which	brought	me	to	wanting	to	have	a	minor	in	art	for	it.	When	football	season	is	
around,	I	love	to	spend	my	Sunday’s	watching	my	close	to	hometown	team,	The	Cincinnati	Bengals,	play.		
	
Other	than	that,	I’ve	done	a	lot	of	research	on	these	two	topics	as	these	topics	are	more	of	a	newer	issue	
that	the	concurrent	world	is	either	facing	or	going	to	be	facing	in	the	next	couple	years.	With	that,	policy	is	
needed	to	be	developed	sooner	than	later	as	some	of	these	issues	could	lead	to	catastrophic	events	ending	
in	suffering	of	nations	and	their	people.	I	hope	you	all	enjoy,	and	I	cannot	wait	to	meet	all	of	you!	
	
Best	Regards,		
	
Ethan	Walters		
Exw324@miami.edu	
	
Director,	Disarmament	and	International	Security		

	 	



Topic	One:	Threats	of	Cyber	Terrorism	
Introduction		
At	the	turn	of	the	20th	century,	nations	began	to	
enter	a	new	age,	the	digital	age.	With	the	coming	
of	the	new	age,	a	new	imminent	threat	as	begun	
to	 rise	 on	 the	 horizon:	 cyber	 terrorism.	
Technology	plays	a	major	role	in	the	lives	of	many	
ranging	 from	 everyday	 social	 media	 use	 to	
technology	helping	humans	see	another	day.	Most	
of	the	societies	rely	on	technology	and	as	nations,	
we	have	never	questioned,	“what	would	happen	if	
a	 major	 attack	 on	 a	 nations’	 technology	
happened?”	As	part	of	the	United	Nations,	it	is	our	
duty	 to	 develop	 new	policies	 and	 technology	 to	
protect	 nations	 from	 cyber-attacks	 that	 could	
cause	catastrophic	events	leading	to	the	deaths	of	
millions	 and	 potentially	 the	 destruction	 of	
civilization	as	we	know	it.		
	
History	
Cyber	 terrorism	 can	 be	 defined	 as	 terrorist	
activities	 intended	 to	 damage	 or	 disrupt	 vital	
computer	 systems.	 The	 CISI	 (The	 Center	 for	
Strategic	 &	 International	 Studies)	 have	 already	
reported	24	major	cyber-attacks	in	2021	ranging	
from	 hackers	 getting	 into	 central	 banks	 to	
hackers	stealing	information	about	the	COVID-19	
vaccines.	As	shown,	cyberattacks	can	be	domestic	
and	 international	 ranging	 from	 damages	 to	
economy	to	hospitals.	In	1999,	a	hacker	released	
the	Melissa	Virus	which	destroyed	the	entirety	of	
the	Microsoft	Webspace	costing	in	over	80	million	
dollars	in	the	end	after	the	shutdown	of	the	virus	
by	FBI	and	Microsoft.	In	2020,	400	hospitals	in	the	
United	 States	 were	 affected	 by	 a	 virus	 that	
destroyed	their	IT	security	systems	to	the	point	in	
which	computers	were,	 “shutting	down	on	 their	
own.”	How	 long	until	 technology	has	developed	
enough	 to	 destroy	 gridlines,	 shutting	 down	
electricity	 for	 millions,	 and	 not	 allowing	
operations	of	human	life	as	59%	were	reported	to	
use	the	internet	in	2020?		
	
EMPs	
EMP	 (Electromagnetic	 Pulse)	 is	 a	 pulse	 of	 high	
intensity	 electromagnetic	 radiation	 generated	
especially	 by	 a	 nuclear	 blast	 high	 above	 the	
earth's	 surface	 and	 held	 to	 disrupt	 electronic	
and	electrical	 systems.	There	can	be	 two	 types	

of	EMP’s.	Ones	created	by	a	nuclear	blast	above	
the	earth’s	surface	and	is	usually	manmade	or	as	
a	 CME	 (Coronal	 Mass	 Ejection)	 which	 is	
produced	by	the	sun	and	is	usually	protected	by	
the	Earth’s	magnetic	 field,	but	a	strong	enough	
pulse	has	the	ability	to	break	through	this	field.	
As	no	major	EMP	attack	has	yet	to	occur,	many	
countries	developed	this	type	of	technology	and	
are	ready	to	use	it.	Forbes	reported	in	mid-2020	
that	China	has,	“[the]	capability	to	melt	the	U.S.	
power	 grid	 with	 electromagnetic	 pulse	 [EMP]	
weapon.”	 The	 article	 goes	 on	 to	 later	 state,	
“…that	 China	 now	 has	 super-EMP	 weapons,	
knows	how	to	protect	itself	against	an	EMP	attack,	
and	 has	 developed	 protocols	 to	 conduct	 a	 first-
strike	attack…”	As	shown,	we	can	confirm	that	the	
technology	 to	 create	 EMP’s,	 protocols,	 and	
protections	have	been	created.	In	2021	a	winter	
storm	 hit	 the	 United	 States	 that	 wiped	 out	
southern	power	grids.	Most	of	these	power	grids	
were	 created	 in	 the	 late	 1950’s	 to	 early	 1960’s	
and	 have	 a	 life	 expectancy	 of	 around	 50	 years.	
Meaning	most	of	these	power	grids	are	out	of	date	
by	20	years	or	more.	Along	with	this,	it	has	been	
stated	 that	 if	 a	pulse	 is	 able	 to	 take	out	 the	U.S.	
power	grid,	close	to	90%	of	the	population	would	
die.	So,	the	real	question	is,	how	many	countries	
are	in	the	same	situation?	Outdated	power	grids	
and	not	enough	funding	to	update	them	shows	a	
lack	 of	 protection	 if	 an	 EMP	 attack	 occurs.	 As	
shown	 in	a	 situation	where	China	 is	 against	 the	
US,	 we	 can	 see	 that	 the	 deploy	 of	 EMP’s	 from	
China	on	the	US	has	the	ability	to	wipe	out	their	
power	grids	and	 then	 the	devastation	continues	
afterwards.	So	how	long	do	nations	have	before	a	
serious	event	occurs?		
	
Viruses		
A	 virus	 is	 a	 computer	 program	 that	 is	 usually	
disguised	 as	 an	 innocuous	 file,	 that	 often	
produces	 copies	of	 itself	 and	 inserts	 them	 into	
other	 programs,	 and	 that	 when	 run	 usually	
performs	a	malicious	action	(such	as	destroying	
data	or	damaging	software).	Viruses	are	the	main	
way	 cyber	 terrorism	 is	 in	 effect	 today.	 Most	
viruses	 are	 used	 to	 destroy	 or	 steal	 data	 and	
damage	 software.	 Everyday,	 around	 350,000	
malware	viruses	are	reported	each	day.	Most	of	
these	viruses	are	not	deadly	for	software	and	



technology	and	all	they	do	is	create	annoying	pop-
ups.	Another	thing	to	note	that	these	viruses	are	
easier	 to	 get	 rid	 of	 with	 a	 clean	 sweep	 of	 the	
software.	 But	 a	 small	 percentage	 can	 cause	
damage	as	shown	with	the	hospital	case	in	2020.	
The	virus	was	able	to	get	into	computer	systems	
to	 the	 point	 where	 operating	 systems	 were	
shutting	 themselves	 down.	 This	 example	 is	 a	
more	 deadly	 virus	 know	 as	 ransomware.	
Ransomware’s	 main	 goal	 is	 to	 be	 hidden	 in	
encrypted	 files	 in	 which	 the	 user	 is	 unable	 to	
access	and	when	the	user	uses	a	file	that	has	this	
encrypted	 file,	 the	 ransomware	 attacks	 the	
system	with	 the	goal	 to	destroy	 the	software	or	
technology.	 Ransomware	 is	 almost	 a	 ticking	
nuclear	 bomb	 ready	 to	 go	 off	 at	 any	 moment.	
Business	 Insider	 reported	 in	 2019	 that,	 “there	
were	 at	 least	 104	ransomware	 attacks	against	
administrative	 systems	 in	 schools	
and	governments	over	the	course	of	2019.”	As	we	
have	seen,	technology	has	the	ability	to	shut	down	
computer	software	created	in	1999,	but	are	there	
viruses	that	have	already	been	developed	strong	
enough	to	take	down	the	entirety	of	a	government	
software	system?	And	if	so,	has	this	software	been	
proven	 to	 be	 dangerous	 enough	 to	 cause	 panic	
inside	the	government	itself?	Or	even	referring	to	
EMP’s,	is	there	a	virus	out	there	right	now	that	has	
the	ability	to	shut	down	power	grids	in	a	nation	
sending	 that	civilization	 into	mass	panic	and/or	
even	 worse:	 a	 loss	 of	 life?	 With	 the	 increasing	
amount	 of	 technology	 that	 is	 coming	 out	 every	
other	day,	the	chances	of	this	virus	and	this	type	
of	ransomware	is	not	an	extremely	far	thought	of	
possibility	for	nations	to	think	about.	
	
Questions	Resolutions	Must	Consider	

1. With	evidence	of	EMP	protection	
technology	existing,	how	easy	is	it	to	
create	this	technology	and	can	it	be	
distributed	worldwide?		

2. Is	there	a	type	of	technology	that	can	
counteract	or	stop	attacks	from	viruses,	
malware,	or	even	destructive	
ransomware?		

3. Should	countries	begin	creating	policies	
for	protocol	in	a	situation	where	an	EMP	
strike	does	happen?	

4. Should	countries	be	able	to	create	as	
many	EMPs	as	they	would	like,	or	should	

there	be	a	limit	to	the	amount	of	like	
nuclear	warheads?	

5. Should	countries	have	policies	in	the	
situation	a	ransomware	virus	attacks	a	
major	government	computer	system	or	
software?	

6. As	nations,	should	there	be	worry	that	a	
new	war	in	the	cyber	space	or	war	with	
EMPs	and	if	so,	what	ways	are	we	able	to	
prevent	this	new	type	of	war	from	
breaking	out?	

7. Do	we	as	nations	have	the	ability	to	predict	
solar	flares	or	do,	we	have	the	technology	
to	 help	 us	 either	 predict	 these	 flares	 or	
prevent	their	impact	on	Earth?	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	



Topic	Two:	Rights	and	Protections	of	Cyber	Lives	
Introduction	
With	cyberspace,	we,	as	individuals,	have	created	
many	accounts	on	websites	with	our	personal	and	
government	 information,	 entered	 information	
about	credit	cards,	and	even	post	personal	events	
for	millions	 to	 see	on	websites	and	applications	
such	 as	 Instagram,	 Snapchat,	 Facebook,	 etc.	 But	
one	question	millions	 of	 people	 ignore	 is,	 “Who	
actually	 has	 access	 to	 this	 information	 and	 are	
these	 individuals	 going	 to	 use	 our	 personal	
information?”	With	the	rise	of	the	cyberworld,	we	
as	nations	have	begun	to	face	a	crucial	issue:	How	
are	 the	 rights	 of	 our	 citizens’	 cyber	 life	 being	
protected,	 if	 at	 all?	 This	 topic	 will	 analyze	
breaches	in	which	citizens’	cyberlives	have	been	
put	at	risk	and	will	discuss	if	we	as	nations	need	
to	begin	creating	policies	in	which	we	can	define	
one’s	 rights	 throughout	 the	 cyberworld	 along	
with	 creating	 policies	 in	 which	 we	 uphold	 the	
protection	 of	 those	 rights	 and	 ensure	 justice	 is	
served	 to	 nations	 and	 international	 companies	
who	do	not	uphold	these	policies.	
	
History	
Cyberspace	 is	 the	 online	 world	 of	 computer	
networks	and	especially	 the	 Internet.	With	 the	
introduction	 of	 cyberspace,	 websites	 and	
applications	have	been	developed	with	some	of	
the	 leading	 brands	 being	 Facebook,	 Snapchat,	
and	 Tik	 Tok	 where	 a	 user	 simply	 gives	
information	to	sign	up	and	in	return	is	allowed	
to	 use	 the	 application.	 But	 most	 of	 the	 time,	
individuals	sign	up	for	these	applications	and	do	
not	 reflect	 on	 the	 consequences	 that	 could	
follow	with	giving	personal	information	over	to	
major	companies.	Reported	by	the	BBC	in	2018,	
Facebook	 was	 fined	 $500,000	 because	 in,	
“Between	 2007	 and	 2014,	 Facebook	 processed	
the	 personal	 information	 of	 users	 unfairly	 by	
allowing	 application	 developers	 access	 to	 their	
information	 without	 sufficiently	 clear	 and	
informed	 consent	 and	 allowing	 access	 even	 if	
users	 had	 not	 downloaded	 the	 app	 but	 were	
simply	 'friends'	 with	 people	 who	 had.” It	 was	
found	out	 later	 that	 they	were	sharing	 this	data	
with	Cambridge	Analytica	and	was	helping	using	
it	to	target	advertising	for	political	issues	in	2015.	
This	 is	also	only	one	of	 four	situations	 in	which	
Facebook	 has	 found	 itself	 in.	 In	 2019,	 another	

famous	application,	Snapchat,	was	 found	to	give	
their	 employees,	 “a	 special	 tool	 called	 SnapLion	
that	can	give	them	access	to	your	location,	phone	
numbers,	email	addresses,	even	your	saved	Snaps	
—	and	that	some	employees	have	actually	abused	
it	 to	 spy	 on	 users.”	 Facebook	 and	 Snapchat	 are	
just	 some	of	 the	most	 recent	scandals	 that	have	
recently	 happened.	 To	 put	 into	 perspective,	
reported	in	2020,	2.8	billion	people	use	Facebook	
and	almost	80	million	people	use	Snapchat.	This	
shows	us	that	millions	of	people	each	day	have	the	
potential	of	having	their	data	stolen	ranging	from	
email	 information	 to	 personal	 government	
information	and	most	of	 the	 time	 if	 a	 lawsuit	 is	
brought	to	one	of	these	applications,	it	ends	in	a	
fine	and	a	policy	change	on	the	application.	So,	the	
question	 that	 should	 be	 asked	 is,	 “what	 is	
stopping	these	applications	and	companies	from	
not	doing	this	in	the	future?”	
	
Cyber	Identity	Theft	and	Fraud	
Identity	theft	is	the	illegal	use	of	someone	else's	
personal	 information	(such	as	a	Social	Security	
number)	especially	in	order	to	obtain	money	or	
credit.	 Fraud	 is	 the	 intentional	 perversion	 of	
truth	 in	 order	 to	 induce	 another	 to	 part	 with	
something	of	value	or	to	surrender	a	legal	right.	
With	 the	 ability	 that	 we	 know	 companies	 and	
applications	can	access	personal	information,	we	
have	to	acknowledge	that	cyber	identity	theft	and	
frauds	are	a	threat.	In	2019,	it	was	reported,	“Of	
the	 3.2	 million	 identity	 theft	 and	 fraud	 reports	
received	in	2019,	1.7	million	were	fraud-related,	
about	900,000	were	other	consumer	complaints	
and	 about	 651,000	 were	 identity	 theft	
complaints.”	 Its	 later	 reported	 that,	 “Of	 the	 1.7	
million	 fraud	 cases,	 23	percent	 reported	money	
was	 lost.	 In	 2019	 consumers	 reported	 losing	
more	 than	 $1.9	 billion	 related	 to	 fraud	
complaints,	 an	 increase	 of	 $293	 million	 from	
2018.”	With	this	we	can	see	that	each	year	that	we	
have	 more	 access	 to	 the	 cyberworld	 and	 more	
knowledge	of	it,	the	more	identity	thefts	happen	
along	 with	 fraud	 which	 can	 cost	 countries	
millions	 to	 billions	 of	 dollars.	 Identity	 theft	 and	
fraud	is	a	big	issue	because	it	can	lead	to	damaged	
credit,	 tax	debt,	a	criminal	 record,	and	 lost	 time	
and	 money.	 It	 was	 also	 reported,	 “that	 41%	 of	
identity	 theft	 victims	 experience	 sleep	
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disturbances,	 and	 29%	 develop	 other	 physical	
symptoms,	 including	 aches	 and	 pains,	 heart	
palpitations,	sweating	and	stomach	issues.”	With	
evidence	 presented,	 economic	 and	 social	 issues	
become	relevant	with	the	uptake	of	identity	theft	
and	fraud.	As	nations	and	as	the	United	Nations	as	
a	whole,	it	is	our	duty	to	ensure	the	best	outcome	
economically	 for	countries	but	at	 the	same	time	
upholding	 a	 standard	 of	 happiness	 inside	 those	
countries.	With	cyber	fraud	and	identity	theft,	we	
can	see	these	two	factors	being	affected	in	ways	
that	 were	 not	 affected	 previously	 to	 the	
introduction	 of	 the	 cyberworld.	 With	 that,	
discussion	 for	 policy	 to	 protect	 citizens	 against	
cyber	fraud	and	identity	theft	need	to	be	created	
and	implemented	immediately.		
	
Data	Breach	
With	 the	 new	 concept	 and	 ideas	 of	 the	
cyberworld	also	means	the	lack	of	security	that	
comes	 with	 these	 new	 applications	 and	
websites.	 New	 York	 Times	 reported	 in	 2018,	
“Facebook…said	 on	 Friday	 that	 an	 attack	 on	 its	
computer	 network	 had	 exposed	 the	 personal	
information	 of	 nearly	 50	 million	 users.”	 These	
breaches	can	lead	to	an	extreme	case	of	fraud	and	
identity	theft	as	previously	discussed.	Facebook	is	
an	example	of	an	application	that	has	been	out	for	
years	and	is	still	experiencing	big	data	breaches.	
Snapchat	 in	 2014	 had	 to	 update	 their	 security,	
“…after	 a	 group	 of	 hackers	who	 used	 the	 name	
SnapchatDB	 claimed	 to	 have	 compromised	
usernames	and	phone	numbers	of	as	many	as	4.6	
million	 users.”	 To	 put	 this	 into	 perspective,	
Snapchat	 was	 launched	 in	 2011,	 so	 this	 data	
breach	 was	 fairly	 early	 in	 Snapchat’s	 lifeline.	
Which	 is	 a	 great	 example	 of	 showing	 earlier	
applications	 have	 a	 lot	 of	 security	 issues	 the	
newer	the	application	is.	Whereas	Facebook	is	an	
example	 of	 an	 application	 being	 an	 application	
that	has	had	a	 long	 lifeline	but	 still	 facing	 these	
data	breaches.	So,	this	brings	up	the	discussion	of	
how	 well	 these	 companies,	 websites,	 and	
applications	 are	 truly	 putting	 the	 protection	 of	
the	citizens’	rights	that	use	them	as	a	priority.	And	
if	 they	are	not,	 then	 should	 there	be	policy	 that	
ensures	 the	 safety	 of	 citizens	 cyberlives	 and	
ensure	 the	 protection	 of	 their	 cyber	 rights	 and	
privacy?	

	
Questions	to	Consider	

1. Should	there	be	a	new	branch	of	the	United	
Nations	that	deals	with	cybersecurity	and	
if	so,	what	would	be	their	purpose?	

2. What	 type	 of	 policy	 should	 be	
implemented	 to	 ensure	 the	 safety	 and	
protection	of	individuals	cyber	life?	

3. Should	 companies	 and	 businesses	 that	
create	 applications	 that	 millions	 use	 be	
held	more	accountable	when	dealing	with	
individuals’	information?		

4. Is	 there	software	that	stops	the	ability	 to	
breach	data	networks	and	stops	the	ability	
to	steal	personal	information?	

5. Does	 the	ability	 to	encrypt	personal	data	
exist	and	if	so,	should	it	be	implemented	in	
to	 current	 and	 future	 applications	 and	
websites?		

6. Can	 a	 mass	 data	 breach	 happen	 on	
governments	networks	revealing	millions	
of	 citizens	 detailed	 personal	 information	
and	data	happen	and	if	so,	should	policy	be	
developed	to	prepare	for	events	like	this?	
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